NEQATOrAM O6 UH®OOPMALIMOHHOW BE3OMNMACHOCTH

Korpa peyb 3axoamt 06 MHpopMaumMoHHOM 6e30nacHOCTM, 06bIYHO Mbl
HauYMHaeM AyMaTb O KOMMblOTepax, CeTaX, MHTepHeTe 1 xakepax. Ho ans
obpa3oBaTenibHON cpeabl NpobeMa CTOUT WKpe: B OrpaXKAeHun yyallerocs ot
nHdopMaLumm, KOTOpas MOXXET HEraTUBHO NOBNSATL Ha ero GopMmnpoBaHme

N pasBuTMe, TO eCTb O MponaraHae pasIM4YHOM HanpaBJEHHOCTH.

MoHaTMe nHpopMaLMOHHON 6e30nacHOCTH

Moa nHdopMauMOHHOM 6e30MacHOCTbIO MOHMMAETCS 3alMLLEHHOCTb
MHMOPMALMOHHON CUCTEMbI OT C/Ty4aMHOro UM NpeaHaMepeHHoro
BMellaTeNnbCTBa, HaHocsAwero yuwepb Bnagensuam uan nonb3oBaTenam
MHpOopMaLmn.

Ha npakTnke BaXXHenWwnMmn aBasoTCA TpM acnekta MHPOpMaLMOHHON
6e3onacHoCTH:

e [AOCTYNHOCTb (BO3MOXHOCTb 3@ pa3yMHOE BpPeMS MOJyUYuTb
TpebyeMyto MHDOPMALUOHHYIO YCNYry);

e LESIOCTHOCTb (aKTyanbHOCTb M HENPOTUBOPEYNBOCTb MHDOpMaLnm, ee
3aWMLWEHHOCTb OT pa3pyLleHnUs N HECAHKLUMOHUPOBAHHOIO
U3MEHEHUS);

e KOH(MMAeHUMaNbHOCTb (3awmTa OT HECAHKLUMOHMPOBAHHOIO
npoYTeHns).

HapylleHuns AOCTYNHOCTU, LEeNOCTHOCTU U KOHPUAEHUNANBbHOCTU MHDOPMaLnm
MOryT 6bITb Bbl3BaHbl pa3/IMYHbIMK ONACHLIMW BO3AENCTBUAMMU Ha
MH(OPMALMOHHbIE KOMMbIOTEPHbIE CUCTEMBI.

OCHOBHbIe Yyrpo3bl UHPOPMaALMOHHOW 6€30NacHOCTHU

CoBpeMeHHasa nHdopMaunoHHasa cuctema npeacraBnseT cobor CNOXHYHO
CUCTEMY, COCTOSLLY M3 60AbLWOro YMcna KOMNOHEHTOB Pa3/IMYHON CTEMNEHN
aBTOHOMHOCTU, KOTOpble CBSA3aHbl Mexay cobon n obMeHnBaloTCA AaHHbIMW.
MpaKTMyecKn Kaxablh KOMMNOHEHT MOXET NOABEPrHYTbCA BHELIHEMY
BO34ENCTBUIO MU BbINTU U3 CTPOS. KOMMOHEHTbLI aBTOMaTU3NPOBAHHOM
WHPOPMALMOHHON CUCTEMbBI MOXHO pa3buTb Ha cneayrouwme rpynnbl:
AnnapartHbie cpegcTBa. JTO KOMMbIOTEPbLI M NX COCTABHbIE YacCTu
(npoueccopbl, MOHUTOPbI, TEpMUHANbI, NepudepuiiHbie YCTPOUCTBA — NMPUHTEPDI,
KOHTponnepbl, kKabenu, NMHUU CBA3N N T.4.);

lNMporpamMMHoe obecrnedyeHne. ODTO npmobpeTeHHble NporpaMMbl, UCXOAHbIE,
06bEeKTHbIE, 3arpy304Hble MOA4Y/IM; ONnepaunoOHHble CUCTEMbI U CUCTEMHbIE
nporpaMMbl (KOMAUAATOPbI, KOMMNOHOBLUWKK U AP.), YTUNUTbI, ANAarHoOCTU4YecKume
nporpaMmmbl U T.4.;

AaHHbIe, XpaHUMble BPEMEHHO M MNOCTOSIHHO, Ha AMCKaX, (Gn3awWwkKax, neyaTHble,
ApPXWBbl, CUCTEMHbIE XypHanbl U T.4.;

MNMepcoHasn. NMonb3oBaTesin, CUCTEMHbIE aAMUHNCTPATOPbI, MPOrPaMMUCTbI N Ap.

OnacHble BO34EeNCTBMS HA KOMMbIOTEPHYIO MH(POPMALMOHHYO CUCTEMY MOXHO
noApasfennTb Ha C/lydanmHble N NpegHaMepeHHble. AHanM3 onbiTa
NpOeKTUPOBaHMUS, U3rOTOBIEHNSA U SKCANyaTaumm MHPOPMALMOHHBIX CUCTEM
noKasblBaeT, YTO MHMOPMaLUNA NoagBEpPraeTcsi pasiMyHbIM Clly4YarHbIM
BO34ENCTBMSAM Ha BCEX 3Tanax UMKNa XU3HWU CUCTEMbI. [TpUYMHAMN CllyYarHbIX
BO34EeNCTBMIW Npu aKcnayaTtaumm MoryT 6biTb:

e aBapuiHble CUTYaUUU U3-3a CTUXUINHBLIX 6€ACTBUI U OTKIOYEHUI

3NEKTPONUTaHUS;



e OTKa3bl 1 cbon annapaTtypsbl;

e OowunbKM B NnporpaMMHOM obecneyeHunu;

e oOwnbkn B pabote nepcoHana;

e OMEXM B JINHUAX CBSA3M U3-3a BO3AENCTBUIN BHELLHEN Cpeabl.

NMpeaHaMmepeHHble BO34ENCTBUSA — 3TO LeNeHanpas/ieHHble AeNCTBUS
HapywuTtensa. B kayecTBe HapyLwmnTens MOryT BbICTynaTb CAYXallun,
NOCETUTENb, KOHKYPEHT, HAEMHUK. [JeNCTBUS HapywmnTensa MoryT 6biTb
obycnoBneHbl pa3HbIMXU MOTUBAMN:

e HEAOBOJNIbCTBOM C/lyXallero CBOen Kapbepown;

e B3STKON;

e N060NBLITCTBOM;

e KOHKYypeHTHOM 6opbbon;

e CTPEM/JIEHMEM CaMOYTBEPAUTHLCH NOO60N LLEHOMN.

MOXHO COCTaBUTb MMMNOTETUYECKYIO MOAeNb MOTEHUMANBHOIO HapyLWnTens:
e KBanudukaumsa HapyLmTens Ha ypoBHe pa3paboTumka gaHHOM
CUCTEMBI;
e HapywmuTenem MoxeT 6biTb KaK NOCTOPOHHEE NINL0, TaK U 3aKOHHbIN
nonb3oBaTtesib CUCTEMbI;
e HapywuTent M3BecTtHa MHgopMauunsa o NpuHUMNaAx paboTbl CUCTEMBI;
e HapywwuTenb BblbupaeT Hanbonee cnaboe 3BeHO B 3awmTe.

Hanbonee pacnpocTpaHeHHbIM U MHOFO06pa3HbIM BUAOM KOMMbIOTEPHbIX
HapyLWweHN ABNAEeTCS HECAaHKLUMOHMPOBAHHbIN A0CTYN. HeCaHKLMOHNUPOBAHHbIN
AOCTYN ncnonb3yeT N6y OWnbKY B CUCTEME 3aLlUNTbl U BO3SMOXEH Npw
HepauMoHabHOM Bblbope cpeAcTB 3alUnTbl, MX HEKOPPEKTHOW YCTaHOBKE U
HacTpouke.

MpoBeaem KnaccmpumKauno KaHanoB HECAaHKLMOHNUPOBAHHOMO A40CTyNa, No
KOTOPbIM MOXHO OCYLLECTBUTb XULLEHNE, USMEHEHME UTN YHUUTOXEHUE
MHpopMauun:
Yepe3 yenoBeka:
e XMWLEHNE HocUTeNnen nHdpopmaumm;
e YTeHue MHdOopMaLUN C 3KpaHa NN KnasmaTypsbl;
e UYTeHue nHdbopMauum 13 pacneyaTku.
Yepe3 nporpamMmy:
e repexBaT Naponen;
e JewwndpoBka 3awmMdpoBaHHON MHMOpMaLWK;
e KOMMpOBaHMe MHPOpPMaLNM C HOCUTENS.
Yepe3 annapartypy:
e MOAKJKOYEHME crneumanbHo pa3paboTaHHbIX annapaTHbIX CPEACTB,
obecneunBamLWmMX AOCTYN K UHPOpMaLmu;
e nepexBaT NO60OYHbIX NEKTPOMArHUTHbLIX U3NyYEeHU OT annapaTypbl,
NIVUHUW CBA3U, CeTEN 3NEeKTPONUTAHUA U T.4.

Ocob0 cneagyet OCTaHOBUTLCS Ha yrpo3ax, KOTOpbIM MOryT NoABepraTbCs
KoMnbloTepHble ceTu. OCHOBHas 0COBEHHOCTb N060M KOMMbIOTEPHOM CETH
COCTOUT B TOM, YTO ee KOMMOHEHTbI pacnpeaeneHbl B npocTpaHcTee. CBA3b
MeXAy Y3/11aMn CETU OCYLLEeCTBASAETCS PU3NYECKU C MOMOLLBI CETEBbLIX TUHUNA U
NpOrpaMMHO C NMOMOLLbI MexaHn3Ma cooblieHun. MNMpu 3ToM ynpasnsowme
coobuieHns n AaHHble, NepecblflaeMble Mexay y3namum ceTu, nepeaatTcsa B Buae
naketoB obMeHa. KOMMNblOTEPHbIE CETU XapaKTepPHbl TEM, YTO NPOTUB HUX
npeanpUHMMAlOT Tak Ha3blBaeMble yaaneHHble aTakn. Hapywntenb MOXeT



HaxoAMTbCS 3@ TbICAYM KUIOMETPOB OT aTaKyeMoro o6bekTa, npu 3Tom
HanaAeHMI0 MOXET NoABEPraTbCs HE TOJIbKO KOHKPETHbI KOMMbIOTEP, HO U
nHdopMaLms, nepeaaroLascs no CeTeBbIM KaHanam CBS3u.

O6ecneueHne nHpPopMaLMOHHOU 6e30NacHOCTHU

dopMunpoBaHue pexmma MHpopMaunoHHom 6esonacHoCcTn — npobnema
KOMMJIEKCHasA. Mepbl No ee peLleHnto MOXHO NoApasaenmTb Ha NATb YPOBHEN:
1. 3akoHogaTeIbHbIN . TO 3aKOHbl, HOPMATUBHbIE aKTbl, CTaHAAPTbl U T.M.

HopMmaTnBHO-nNpaBoBas 6asa onpegensiowas NopsaaoK 3awmnTbl MHGOpMaUnmn:
2. MopasibHO-3Tn4YeCckMmn. BceBO3MOXHble HOPMbl NOBeAEHUNS, HecobnoaeHmne
KOTOpbIX BeAeT K NaeHUo NpecTmxXa KOHKPETHOro YyesioBeka Uin Lenown
opraHusauumn.
3. AAMMHHUCTpaTUBHbINA. [1elicTBUS oblero xapakrepa, npeanpvHMMaeMble
PYKOBOACTBOM OpraHusaunm. TakuMm AOKYMeHTaMn MoryT 6biTb:
e MNpHWKa3 pyKoBOAUTENS O Ha3HA4YeHUM OTBETCTBEHHOIO 3a
obecneyeHne nHdpopMaLmMoHHON 6e30MacHOCTH;
e [OJIKHOCTHble 0683aHHOCTM OTBETCTBEHHOIO 3a obecneveHne
MHPOpMaLMOHHON 6e30MacHOCTH;
e NepeyeHb 3awmuaemMblx MHHOPMALMOHHbBIX pecypcoB U 6a3 AaHHbIX;
e  WHCTPYKUMIO, ONpeaenstowyo nopsaaok npeaocraBneHus
WH(OpMaLMN CTOPOHHMM OpraHu3aumsaM rno nx 3anpocam, a Takxe no
npasaM A0OCTyna K Hel COTPYAHMKOB OpraHu3aunm.
4. dnsmnyecknim. MexaHM4yeckmne, 351eKTPo- U 3NEKTPOHHO-MEeXaHNYecKume
NpensTCTBMSA Ha BO3MOXHbIX NYTSAX NPOHUKHOBEHUS MOTEHUMaNbHbIX
HapywuTenen.
5. AnnaparHo-nporpaMMHbIi (3NEKTPOHHbIE YCTPOMCTBA U CreumasbHble
nporpaMMmbl 3aWmnTbl MHDOPMALUK).

MpuHATBLIE Mepbl MO co3aaHnto 6e3o0nacHoOn MHPOPMaLMOHHOW CUCTEMBI B
lwKone:

e O6ecneyeHa 3awWwmTa KOMMbIOTEPOB OT BHELLUHUX
HEeCaHKLUMOHUPOBAHHbLIX BO34ENCTBUN (KOMMNbIOTEPHbIE BUPYCHI,
normnyeckme 60mM6bI, aTakmM Xakepos U T. A4.)

e YCTaHOBJIEH CTPOrMUM KOHTPOJIb 3@ SNIEKTPOHHOM NoyTon, obecneyeH
NOCTOSIHHbIN KOHTPO/b 3@ BXOASLLEN U UCXOoAsLEN
KoppecrnoHAeHUMeNn.

e YCTaHOBNEHbl COOTBETCTBYOLWME NApoM Ha nepcoHanbHbie K.

e Wcnonb3oBaHbl KOHTEHT-PUALTPbLI, ANS PUAbTPaunmM CanToB NO UX
COAEPXKNMOMY.

EanHas coBOKYMHOCTb BCEX 3TUX Mep, HanpaBJ/ieHHbIX Ha NPOTUBOAENCTBUE
yrpo3aM 6e30nacHOCTU C LeNbio CBEAEHUS K MUHMMYMY BO3MOXHOCTU yLiepba,
06pas3yloT cucTemy 3almThbl.

CneumanucTbl, UMeLWmne OTHOLWEHME K CUCTEME 3aLMTbl AO/KHbI MOSTHOCTbLIO
npeacrtaBnsaTb cebe NpuHUMNbI ee PYHKLMOHMPOBAHUS N B Cliy4yae
BO3HWMKHOBEHUS 3aTpyAHUTENbHbIX CUTYaUUN afeKBaTHO Ha HMX pearnpoBaThb.
Moa 3aWwmMTon A0/HKHA HaXoaMTbCs BCA cucteMa o6paboTku MHpopMaumu.

Jlnua, 3aHumMatowmecs obecneyeHnem MHHoOpMaLmMoHHON 6e3onacHoCTH,
AOKHbI HECTU JINYHYO OTBETCTBEHHOCTb.



HapexHas cuctema 3awmTbl 40SKHA 6bITb MOTHOCTLIO NPOTECTUPOBAHA U
cornacosaHa. 3awmTa ctaHoBuTcs 6onee adpPeKTUBHON U TMOKOWN, eCnin OHa
AOMyCKaeT M3MeHeHNe CBOMX NapaMeTpoB CO CTOPOHbI aAMUHUCTpaTopa.

B 3akntoueHune cBoero goknaga xoTenocb 6bl AaTb HEKOTOPbIE pEKOMeHAaUNmn
no opraHmsauymm paboTbl B MIHHOPMALMOHHOM MPOCTPaHCTBE, YTObbl yH6epeub
cebs n ceBonx 6NN3KNX OT MHTEPHET-NPECTYMHUKOB.
PekoMeHaauum no opraHmsauyumm pab6ortbl B MHGPOPpMaLMOHHOM
NpoOCTpaHCTBe

1. Mepen HavyanoMm paboTbl HEO6XOANMO YETKO ChOPMYNMPOBaATb LieNIb U BONPOC
noucka nHdbopmaumu.

2. XenaTtenbHo BbipaboTaTb ONTUManbHbIA anropuT™M Noncka MHbopMauum B
ceTn VIHTEepHET, YTO 3HAYUTENbHO COKPATUT BPEMSA U CUNbI, 3aTPaYeHHble Ha
MOWUCK.

3. 3apaHee yCTaHOBUTb BpEMEHHbIN NUMMUT (2-3 yaca) paboTbl B
MHPOPMALIMOHHOM NPOCTpaHCTBe (NPOCMOTP Tenenepenayn, uteHne, NHTepHeT).

4. Bo BpeMs paboTbl HeobxoamMMo aenaTb nepepbiB Ha 5-10 MUHYT ANS CHATUSA
dUn3M4ECKOro HanpsXXeHUsa U 3pUTesIbHON Harpysku.

5. Heo6xoanMo 3HaTb 3-4 ynpaHEHUS ANS CHATUS 3pUTENbHOIO HaMpsXXeHUs m
dbun3nyeckon yctanocTtu.

6. PabotaTb B XOpOLWO NMPOBETPEHHOM MOMELLEHUN, NPU ONTUMASIbHOM
ocBelleHnn n B ygobHom nose.

7. He cTouUT nerkombICNeHHO obpallaTbCsa CO CnamM-nMcbMaMm U 3axo4mTb Ha
Hebe3onacHblie Be6-canTbl. 4N MHTEPHET-NPECTYNHUKOB Bbl CTAHOBUTECH
Nérkon pobblyuein.

8. Mpu perncrpaunm B coumanbHbIX CETAX, HE YKa3blBaliTe CBOW NepCOoHasbHble
AaHHble, HanpuMep: agpec UIN AeHb POXAEHUS.

9. He ncnonb3yiite B IOrMHE MW Napofie NepcoHasibHble AaHHbIE.

10. Bce 3To no3BonseT MHTEpPHET-NPeCTYNHMUKaM NoJIy4YnTb AaHHble A0CTyna K
aKKayHTaM 3/1eKTPOHHOM NOoYThbl, @ Takxe nHpuymposaTb goMawHume MK ang
BK/IIOUEHUS nX B 60T-CeTb MM AN NOXULWEHNS BAHKOBCKUX AaHHbIX
poauTenemn.

11. Co3panTte cobCTBEHHbLIN NPOdUIb Ha KOMNbOTEPe, YTObbI 06e3onacuTb
NHMOPMALIMIO, XPAHSILLYHOCS Ha HeM.

12. He 3abbiBanTe, YTO (PaKTbl, O KOTOPbIX Bbl Y3HaeTe B NHTepHeTe, HY)XHO
O4YeHb XOPOLLO NPOBEpPUTb, €Ccnu BbibyaeTe MCNonb30BaTb UX B CBOEWN AOMALLHEN
paboTe. Llenecoobpa3sHo CpaBHUTb TPU UCTOYHUKA MHOPMaLUK, Npexae Yyem
pewmnTb, KAKUM UCTOYHUKAM MOXHO AOBEPSATb.

13. O gocrtoBepHOCTN MHPOPMaLNN, MOMELLEHHON Ha CalTe MOXHO CyauUTb No
camMoMy cawnTy, y3HaB 06 aBTopax canTa.

14. Pa3sMewasn nHdopmaumto o cebe, cBonx BAM3KUX M 3HAKOMbIX Ha CTpaHuuax
coumasnbHbIX CETEN, CNpOCUTE NpeaBapuTeNbHO paspelleHne y Tex, o KoM byaer
3Ta nHdopmauus.



15. He cneayet pa3MewaTb Ha CTpaHuuax Beb-cantoB cBom dotorpadum v
doTorpacdmm cBonx 6AM3KMX M 3HAKOMBbIX, 3@ KOTOpble BaM NOTOM MOXET 6bITb
CTbIQHO.

16. CobntoganTte npasuna 3Tk npun obuweHnmn B MHTepHeTe: rpybocTb
NPOBOLMPYET APYrMX Ha TaKoe Xe NoBeaeHme.

17. Ncnonb3ys B cBoen paboTe matepuan, B3STbIN U3 MHPOPMALMOHHOIO
NCTOYHMKa (KHUra, nepunognyeckasa nedaTtb, MHTepHeT), cneayeTt ykasaTb 3TOT
NCTOYHUK MHDOPMaLMKM NN caenaTb Ha HEero CCblIKy, ecnn matepuan 6o Bamu
nepepaboTaH.



